
 

 
 
 

Case study: Full access to 
systems and data via a 
‘forgotten’ system 

 
Recently we performed a penetration test on the IT infrastructure of an educational 
institution. From this research, the building management system, named Metasys, 
proved to be a potential security risk. Outdated versions of the Metasys software 
contain publicly known vulnerabilities with which sensitive information from Metasys 
users can be viewed, but we wanted to go a step further. This case study describes 
how we have gained full access to the systems and data of this particular 
educational institution.

The regarding Metasys software offers ‘web services’ that provide functionality with which interaction can take place. With 

outdated versions, it is possible to access these web services without first obtaining a valid user name and corresponding 

password. When communicating with a web service it is possible to request an explanation of the available functions and how 

to use them. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 
Step 1: Mapping and abusing available functions 
 

The web service had, among others, a function named ‘CreateDir’, with which a folder could be created on the local file system 

of the Metasys server. An explanation of the relevant function was requested from the web service (figure 1). With this 

information a valid request was sent to the web service to create a folder on the web server. A standard Microsoft IIS page was 

shown when visiting the web server and the default path of the webroot for IIS web servers is C:\inetpub\wwwroot. By calling 

the ‘CreateDir’ function and providing the default webroot path as a parameter, a new folder was created within the webroot 

called ‘test2’ (figure 2). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure1: Requesting an explanation of the ‘CreateDir’ function 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2: Request calling the 'CreateDir' function to create a directory on the web server 

 

 

 

 

 

 

 

 

 

 

 



 

 

Other web service functions supported the creation and unpacking of a ZIP files with the corresponding function names ‘Zip’ 

and ‘Unzip’. It was possible to specify a path to a file and then add it to a ZIP file or unpacking a ZIP file. However, the path 

with the files needed for creating a ZIP file could also refer to a network drive. By creating a network share named ‘tmp’ hosting 

a malicious file, namely a ‘web shell’ backdoor (shell.aspx), this path could be provided in the request calling the ZIP 

functionality thus placing a ZIP on the web server file system containing our backdoor. During the assessment the zipped ‘web 

shell’ backdoor was placed on the Metasys server in the form of the ‘test.zip’ file (figures 3, 4). 

 

 

 

 

 

 

 

 

 

 
 

Figure 3: Request calling the ‘ZIP’ function to create a file on the web server file system which is obtained from a network share  
 
Optional: Obtaining and cracking the password hash  
 

It was also possible to request authentication when access to our network share is requested. The password hash of the 

current IIS account could be obtained this way. Attempts could be made to crack the password hash in order to retrieve the 

plain text password however this was not necessary during the assessment. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4: Network share hosting the backdoor and requesting for authentication. A password hash is obtained as a result 
 
 
 
 
 
 
 
 
 
 
 



 

 
Step 2: Obtaining access via our backdoor 
 

By providing the local path of the ‘test2’ folder as a destination folder for extracting ‘test.zip’ it was possible to extract the files 

within the ZIP file and place them in our ‘test2’ directory within the webroot (figure 5). Our backdoor with the file name 

‘shell.aspx’ could then be accessed using the browser and code could be executed on the system with the privileges of the 

current (IIS) web server account (figure 6). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5: Request calling the ‘Unzip’ function to unpack the ZIP file on the web server file system and place the extracted file inside the webroot 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 6: Executing code on the web server with our backdoor 

 

 
Step 3: Escalating privileges and becoming Domain Admin 
 

Once access to the Metasys system was obtained more information could be retrieved from the domain due to the web server 

being a domain member. Among other information, a list of user names and the password policy could be requested. As a 

result, user accounts could be tested for weak passwords without locking accounts. One of the accounts for which a weak 

password was identified had Domain Admin privileges thus giving us full access to all systems and data within the domain.
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Contact  
Would you like to know more about the security of your data and systems? Please contact one of our Cybersecurity advisors. 
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